
 
 

ONLINE VOTER SERVICES AND VOTER REGISTRATION 

 

Online Voter Services (formerly Internet Voter Lookup (IVL)) 
 

The Online Voter Services (OVS) is an optional module in VoterView that includes three interfaces for 

electors to find out if they are on the voters’ list, obtain information about their voting locations, and 

learn about their candidates. 
 

Electors can obtain this information directly from the municipal election website as either a web service 

or an iframe interface. 
 

The Online Voter Services provide three key functions: 
 

1) Am I on the Voters’ List? 

Electors are prompted to enter their name, property address, and optionally their birthdate. To 

improve response rates, street address suggestions can be displayed and refined as the user types. 

Only valid street addresses are displayed. 
 

Using the information provided, a real-time lookup is performed against the list of eligible electors 

in the VoterView database, and a single positive or negative response is returned. 

 

For negative responses, the elector will receive the messaging necessary to have their name added 

to the list. When the Voter Registration service is used by the municipality, this process can be 

initiated online by the potential elector.  

 

2) Where do I vote? 
Based on either a successful “Am I on the Voters’ List?” search or by directly entering a property 

address, the “Where do I Vote?” function will display the appropriate voting dates, times and 

locations applicable for the elector. The response can include additional details about the voting 

location, including maps and/or photos. If Google Map is used, then driving, walking, or public 

transit directions are also displayed to show the routes between the supplied property address and 

the voting location itself. 

 

For municipalities that implement Vote-Anywhere, the ‘Where do I Vote’ can be configured to 

display the nearest voting locations to either the elector’s address or an elector-supplied postal 

code. 

 

3) Who are my candidates? 
This optional service provides a list of candidates applicable to the elector based on the supplied 

property address. Alternatively, sample ballot faces can also be provided. 

 



ONLINE VOTER REGISTRATION 

 

By default, if a negative response is generated from the “Am I on the Voters’ List?” query, the standard 

action is to provide instructions to the prospective elector on how to add their name to the voters’ list. 

Usually, these instructions involve calling the elections office or visiting in person. 
 

The VoterView Online Voter Registration module extends the “Am I on the Voters’ List?  This optional 

module provides the functionality for electors to register online to have their name added to the voters’ 

list if a negative response is received. With the Online Voter Registration module, prospective electors 

are prompted to enter all of the required details: name, birthdate, property address, mailing address, 

school support, occupancy status, and residency status. The prospective elector can also optionally 

upload photos of their drivers’ license or other authorized identification. 

 

Once the data is captured, an EL-15 form will automatically be generated that contains the information 

provided by the prospective elector.   The form can then be brought into the election office or a voting 

location and signed by the elector in order to complete the process of adding the elector to the voters’ 

list.  The form also includes a barcode that uniquely identifies the applicant for simplified processing. 

 

Registration requests submitted online are available for review in VoterView. There, election officials 

with the appropriate permissions can process the requests in order to add, decline, or request 

additional information from the registrant.  

 

VoterView also supports the concept of “provisional” electors. If sufficient information is not available 

to complete a registration request (for example, if identification is not provided), then it is possible to 

add the name to the VoterView database as a provisional elector. These electors are not considered to 

be eligible until their identification is reviewed at the election office or at a voting location. Once 

confirmed, revision officers need to only click a single button in VoterView to convert the status of 

provisional elector to eligible.  

 

With this approach, prospective electors that are not on the voters’ list can provide all of their 

information prior to appearing at a voting location.  This will greatly reduce the workload required by 

a revision officer to add the individual to the voters’ list. 

 

The VoterView Voter Registration module can also be used to support elector-driven revisions.  

Electors that verify they are on the voters’ list using the “Am I on the Voters’ List?” function can be 

prompted to update any incorrect or missing information such as incorrect school support or missing 

middle name. These updates are captured and are made available in VoterView for review by election 

officials to either accept or decline the revision or request additional information. 

 

Electors that receive a positive “Am I on the Voters’ List?” response are provided with the option to 

download a PDF version of the Voter Information Card (VIC). The Voter Registration module can be 

used to capture VIC delivery preferences, depending on the printer used by the municipality.  VICs can 

be emailed providing an environmentally-friendly delivery model that may be preferred by some 

electors. 

 



REPORTS AND SEARCH ACTIVITY 
 

Three reports are available to display summary and detailed statistics for the pubic-facing OVS 

function such as, “Am I on the Voters’ List?” and “Where do I Vote?”. 
 

All search activity from the search functions is captured and is available for review within VoterView. 

This information includes statistical reports such as the number of searches performed by date, and 

counts for the number of lookups that were successful. 
 

Actual name and address data can be captured for review purposes. However, should the municipality 

determine that personal information not be captured then only the timestamp and search result 

(positive or negative) data will be stored. 
 

TO IMPLEMENT OVS 
 

OVS can be implemented using any one of the following three mechanisms: 
 

1. Iframes 

For many municipalities, iframes are the simplest and fastest way to implement the functionality. 

With this model, DataFix will develop a basic set of web pages that are limited to data capture and 

results display. While these pages can be configured to use a municipality-supplied style sheet, 

they do not contain any menu headers or logos. 
 

The iframe content supplied by DataFix can then be integrated directly into the existing municipal 

election web page to provide a seamless mechanism for electors to determine if they are on the 

voters’ list and/or to find out where to vote. 
 

2. Web Services 

With this model, DataFix provisions web services using either the SOAP or REST protocols. These 

web services will accept elector data captured on the municipal website and provide the 

appropriate responses: for “Am I on the Voters’ List?” the response is either positive or negative, 

and for “Where do I Vote?” and “Who are my Candidates?” then the appropriate details are 

returned. 
 

The advantage of the web service model is that the municipality would have full control over the 

content and layout of the data capture and response pages. 
 

3. Hosted 

The third option is the fully-hosted model. With this approach, a separate site based on the 

municipal top-level domain name (such as https://votersearch.municipality.ca) is created and then 

the full site is hosted on DataFix web servers.  
 

The advantage of this model is that minimal municipal resources are required to complete the 

implementation. The only requirements would a municipality supplied stylesheet and logo content, 

basic look and feel guidelines, and to update the municipal elections webpage to point to the new 

site. 
 

Another advantage is that the full lookup site can be SSL encrypted. This ensures that electors 

performing the “Am I on the Voters’ List?” or “Where do I Vote?” searches always see the green 

lock icon in their browsers, which can be more difficult to accomplish with the iframe or web 

service models. 

https://votersearch.municipality.ca/


SECURITY AND PRIVACY 
 

DataFix fully understands the extremely sensitive nature of the data included in Voters’ Lists and 

maintaining the security of that data is the first priority as part of the development and operation of 

VoterView. 
 

Physical Security 
VoterView is hosted in Canada at a highly secure location. The colocation facility has been audited for 

CSAE 3416 Type II certification to provide assurance that the controls, processes and procedures 

adhere to industry best practices. 
 

Application Security 
VoterView system’s architecture ensures the security of all elector list and related information. Privacy 

by Design principles have been enforced throughout the VoterView development process and the 

application features a wide range of security features that include: 

 Validation of all users’ inputs to filter bad requests 

 Robust SSL/TLS encryption configuration for all applications pages 

 Cookie and view state security to  prevent eavesdropping and to mitigate Cross-Site Scripting 

attacks 

 Advanced password security featuring bcrypt salted hashes 

 Automated timers to automatically logoff users after 20 minutes of inactivity 

 Two-factor authentication using YubiKey hardware devices and the Google Authenticator app 
 

Security Testing 

DataFix conducts regular application vulnerability and network penetration tests in order to verify that 

the solution remains fully secure. These testing methods include, but are not limited to Third-Party 

Penetration Testing.  Penetration tests are an integral part of each significant site update. The 

structured methodology for web application penetration testing includes Enumeration, Vulnerability 

Assessment and Exploitation phases.  Ongoing testing is performed by DataFix using tools such as 

NMAP and NESSUS. 
 

CONTACT 
 

DataFix is a Canadian-controlled private corporation founded in 1992.  As a leading edge election 

solution provider with a client base of over 300 municipalities, DataFix has demonstrated its ability to 

develop, implement and maintain a highly successful electoral system.  DataFix has more than 16 years 

of experience managing Canadian electoral information at the Federal, Provincial, and Municipal 

levels. 
 

To learn more about the VoterView suite of services, please contact: 

 

 
 

 

Email:  hharvey@datafix.com 

Web:   www.datafix.com 

Phone:  (416) 363-8170 Ext. 225 

 

mailto:hharvey@datafix.com
http://www.datafix.com/

